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cyber security accreditations 
to keep your business safe

Cybersecurity threats pose a unique risk 
to your business.

IT systems lie at the heart of most businesses - whether it’s simply an 
email system for a local plumber or the complex systems managing 
millions of transactions at your bank.

The dependence of many businesses on IT systems offers greater 
opportunities for each of them. With increased opportunity comes 
increased risk, however. The systems which add value to your business 
(the ones you rely on to get the job done every day) are highly valuable 
targets for cyber-criminals.

Today, the risk of deliberate cyber attacks on businesses is higer than ever 
before and the legal responsibility for protecting your organisation and the 
data you hold is your responsibility.

Protos Networks is here to help you to meet your obligations and protect 
your business. We’re authorised by the Government’s National Cyber 
Security Centre to provide Cyber Essentials and Cyber Essential Plus 
security accreditations to business like yours.



Cyber attacks can be 
launched from bedrooms, 
fast food restaurants and 
coffee shops.

From 15 year-old children 
to state-sponsored
hacking groups, your
cyber security could be at 
risk from anyone,
anywhere, anytime.



Protecting You and Your Business from the Risk of Cyber Attack
Protos Networks specialise in providing cybersecurity services 
to businesses, helping firms mitigate the risks of cyber attack.

We work alongside our clients to understand how they use their 
IT services and to assess the risks to their business - and to 
their customers - from cyber attack.

Using the latest, cloud-based technologies, Protos Networks 
can help make your business more productive, efficient and 
cost-effective. More importantly, our technologies and our
expertise keeps your business safe.

We are accredited by IASME to assess and certify against the 
Government’s Cyber Essentials scheme requirements. We offer 
consulting services to assist organisations in achieving Cyber 
Essentials or Cyber Essentials Plus certifications.

Our consulting services help organisations not only meet the 
basic requirements of the Cyber Essentials scheme, but
exceed them with expert advice from our cyber security 
professionals.

We will work closely with you and your team to help you 
achieve certification, provide advice and offer support on how 
you can best protect your company’s data. This may include 
reviews of your systems, software, IT infrastructure and the 
management and policies around these areas.

Cyber Essentials provides organisations with a baseline
level of assurance for the protection of their cyber security. 
Increasingly, it is becoming a mandatory requirement for firms 
looking to work with public sector bodies.

Cyber Essentials Plus provides an enhanced level of assurance 
with external testing of your company’s approach to cyber 
security.

Take a look through this brochure to find out more about how 
we can help you achieve your Cyber Essentials and Cyber 
Essentials Plus accreditations.
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What is Cyber Essentials?
Cyber Essentials is a Government-backed and industry-supported scheme to help 
businesses protect themselves against cyber threats.

As reliance on internet technologies increases, so do the opportunities for criminals and 
hackers to commit fraud, industrial espionage or the theft of intellectual property. Cyber 
Essentials defines a set of 5 key security controls which, when properly implemented, will 
better protect businesses - small and large - from attacks using software and techniques 
which are freely available on the open internet.

1. Find out more about 10 Steps to Cyber Security at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security

Cyber Essentials or Cyber Essentials Plus?

Cyber Essentials offers 2 levels of certifi cation:

• Level 1: Cyber Essentials
This basic level of certifi cation is awarded on the 
basis of a completed self-assessment 
questionnaire, which is verifi ed by us.

• Level 2: Essentials Plus
A higher level of assurance, you will work with 
Protos Networks to test that the 5 key
controls covered by Cyber Essentials are
working in practice with simulated hacking and 
phishing attacks.

Why should you consider Cyber Essentials?

• You can prevent many attacks, which use freely 
available software and techniques, by
implementing the Cyber Essentials 5 controls.

• You can identify areas for improvement, even if 
your company has a proven track record of good 
security, by going through the assessment.

• Your business can display the Cyber Essentials 
badge and demonstrate that it takes cyber 
security seriously by adhering to a
widely-endorsed standard.

Defi ning and communicating your 
Board’s Information Risk Regime is
central to your overall cyber security 
strategy. The NCSC recommends you 
review this regime - together with the 
9 associated security areas descibed 
below, in order to protect your business 
against the majority of cyber attacks.

Protect your networks from attack. Defend 
the network perimeter, fi lter out 

unauthorised access and malicious 
content. Monitor and test security controls.

Network Security

Produce user security policies covering 
acceptable and secure use of systems. 

Include in staff training. Maintain
awareness of cyber risks.

User Education and Awareness

Removable Media Controls
Produce a policy to control all access to 
removable media. Limit media types and 
use. Scan all media for malware before 
importing onto the corporate system.

Malware Prevention
Produce relevant policies

and establish anti-malware
defences across your organisation.
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Secure Confi guration
Apply security patches and ensure the 
secure confi guration of all systems is 

maintained. Create a system inventory 
and defi ne a baseline build for all devices.

Managing User Privileges
Establish effective management 

processes and limit the number of 
privileged accounts. Limit user privileges 

and monitor user activity.

Incident Management
Establish an incident response and 

disaster recovery capability. Test your 
incident management plans. Provide 

specialist training and report incidents.

Monitoring
Establish a monitoring strategy and

produce supporting policies.
Continuously monitor all systems and 

networks. Be vigilant for unusual activity.

Home and Mobile Working
Develop a mobile working policy and train 

staff to adhere to it. Apply the secure 
baseline and build to all devices. Protect 

data both in transit and at rest.

Incident Management
Assess the risks to your organisation’s information and 

systems with the same vigour you would for legal, 
regulatory, fi nancial or operational risks. To achieve

this, embed a risk management regime across 
your organisation, supported by the board 

and senior managers.

Secure configuration
Apply security patches and ensure the  
secure configuration of all systems is  
maintained. Create a system inventory  
and define a baseline build for all devices. 

Managing user 
privileges
Establish e�ective management 
processes and limit the number of 
privileged accounts. Limit user privileges 
and monitor user activity. Control access  
to activity and audit logs.

Network Security
Protect your networks from attack.  
Defend the network perimeter, filter  
out unauthorised access and  
malicious content. Monitor  
and test security controls.  

Incident 
management
Establish an incident 
response and disaster 
recovery capability. Test your incident 
management plans. Provide specialist 
training. Report criminal incidents to  
law enforcement. 

Set up your Risk  
Management Regime

Assess the risks to your organisation’s information 
and systems with the same vigour you would for legal, 

regulatory, financial or operational risks. To achieve  
this, embed a Risk Management Regime across  

your organisation, supported by the Board  
and senior managers.

User education  
and awareness
Produce user security policies 
covering acceptable and secure 
use of your systems. Include  
in sta� training. Maintain 
awareness of cyber risks. 

Monitoring
Establish a monitoring 
strategy and produce 
supporting policies. 
Continuously monitor all systems and 
networks. Analyse logs for unusual 
activity that could indicate an attack. 

Malware  
prevention
Produce relevant policies  
and establish anti-malware 
defences across your  
organisation.

Home and  
mobile working
Develop a mobile working 
policy and train sta� to adhere 
to it. Apply the secure baseline  
and build to all devices. Protect  
data both in transit and at rest. 

Removable  
media controls
Produce a policy to control all  
access to removable media. Limit 
media types and use. Scan all media 
for malware before importing onto the 
corporate system.  

10 Steps to  
Cyber Security

organisation’s overall cyber security strategy. The National Cyber Security Centre 
recommends you review this regime – together with the nine associated security areas 
described below, in order to protect your business against the majority of cyber attacks. 
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Gaining Cyber Essentials Accreditation
Cyber Essentials defines a set of controls which, when properly implemented, will
provide organisations with basic protection from the most prevalent forms of 
threats from the internet. In particular, it focuses on threats which require low levels 
of attacker skill and those widely available online.

Risk management is the fundamental starting point for organisations to take 
action to protect their information. However, given the nature of the threat, that 
action should begin with core security controls which all organisations - large and 
small - should implement. Cyber Essentials defines what these controls are.

Cyber Essentials: 5 Key Controls

Cyber Essentials focuses on internet-originated attacks against an organisations IT system. Many 
organisations will have particular additional IT services, e.g. web applications, that will require 
additional and specific controls beyond those provided by Cyber Essentials. Cyber Essentials 
concentrates on 5 key controls:

1. Boundary Firewalls and Gateways 
Use devices designed to prevent unauthorised access to or from private networks.

2. Secure Configuration 
Ensure that systems are configured in the most secure way for the need of the organisation.

3. Access Control 
Ensure only those who should have access to systems are provided access at an appropriate 
level.

4. Malware Protection 
Ensure that virus and malware protection is installed and up to date.

5. Patch Management 
Ensure the latest, supported version of applications are used and all patches and updates 
applied.
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Cyber Essentials uses the Assurance Framework to provide a simple mechanism for third 
parties to establish whether or not organisations are implementing cyber security 
controls. It is against the Assurance Framework that you are assessed.

Awarding Cyber Essentials

With our support, you will be able to effectively complete a cyber security risk 
assessment and assess your systems to meet the requirements of the Cyber
Essentials accreditation. You will complete a self-assessment, signed off by 
a senior executive or officer of the organisation. This self-assessment will be 
independently verified by us. We will work with you to help you understand 
any identified weakenesses in your cyber security and provide solutions to 
assist you in mitigating these risks.

Awarding Cyber Essentials Plus

Cyber Essentials Plus offers a higher level of assurance through the external 
testing of the organisation’s cyber security approach. Once you have received 
your Cyber Essentials accreditation and carried out any work to mitigate 
identified risks, we will run a series of penetration tests and carefully 
managed attacks to test your controls.

On successful completion of either stage of the Cyber Essentials scheme, you will receive 
a certificate and be entitled to display the appropriate Cyber Essentials or Cyber 
Essentials Plus badge.

You identify the systems you 
believe are at risk from common, 

internet-based threats as part of a 
cyber security risk assessment.

You carry out a self-assessment and we 
work with you to meet the 

standard of the Cyber Essentials award.

You will receive your Cyber Essentials 
award and we can begin work towards 
Cyber Essentials Plus. We’ll verify your 

controls through managed ‘test’ 
attacks.

You will receive your Cyber Essentials 
Plus award. We will continue to work 

with you to embed a culture of cyber risk 
awareness and assist you in
maintaining your controls.
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Cyber Essentials: Frequently Asked Questions

Who is Cyber Essentials for?

Cyber Essentials is applicable to organisations of all sizes and in all sectors. We 
encourage all organisations to look at the requirements and adopt them. This is 
not limited to private sector companies, but is equally applicable to universities, 
charities, public sector and not-for-profit organisations.

How much does it cost to be certified?

The intention of the scheme is to be affordable to the greatest possible number 
of businesses. Costs will depend on the size of your organisation and the level of 
rigour you need to demonstrate. Contact Protos Networks today to find out more 
about the cost of Cyber Essentials and Cyber Essentials Plus accreditation.

What are the benefits of the scheme?

Cyber Essentials provides organisations with clarity on what essential security 
controls they need to have in place to reduce the risk posed by threats on the  
internet with low levels of technical capability. Organisations that are good at cyber 
security can make this a selling point - demonstrating to their customers, through 
Cyber Essentials, that they take cyber security seriously.

How will I show that I have been certified?

Organisations that have successfully been assessed against the scheme will be 
able to use the appropriate Cyber Essentials badge to publicise this fact. 
Being able to advertise that you have met a Government-approved cyber security 
scheme will give you an edge over competitors in the same market.

When can I apply to the scheme?

The scheme is open now and available to all organisations. Contact Protos
Networks today to start the process of Cyber Essentials accreditation.

Will there be a time limit on the badge?

The assessment process is a ‘snap shot’ in time and it can only be effective on the 
day of assessment, much like an MOT for a car. New vulnerabilities are identified 
daily and we recommend organisations maintain the principles and controls on an 
ongoing basis and not just as preparation for the award. Organisations must 
re-certify annually.
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We already comply with a cyber security or information 
security standard - do I need to be assessed still?

Yes. You can gain the badge in addition to other schemes. The process of meeting 
the requirements of other standards may have included work which meets or 
partially meets the requirements for Cyber Essentials. Cyber Essentials will add 
value to the majority of organisations and demonstrate to customers and others 
that you take information security seriously. Contact us for information.

I have a secure website - do I still need to use Cyber 
Essentials?

A secure website may provide a secure link between you and your customer. Cyber 
Essentials aims to protect the data once it is stored within your systems. Again, 
whether you need certification by the scheme or not is your business decision. 
Protos Networks can provide consultancy and advice to help you with this 
decision-making process

Is implementing just the Cyber Essentials controls enough?

Cyber Essentials aims to describe the small number of fundamental mitigations 
that will stop the majority of internet-based cyber attacks on you IT systems. It is 
important that you think about your own organisation and the risks to it in order to 
determine if implementing Cyber Essentials is enough for you. We can support you 
with risk assessment and management - contact us for information.

Will Cyber Essentials be mandated by Government?

Government will require all suppliers bidding for certain contracts, which are 
assessed as higher risk, to be Cyber Essentials certified. This is likely to include 
ICT and personal and sensitive information handling contracts.

Why does the profile focus on five controls and why those?

CESG (part of the National Cyber Security Centre, NCSC) has carried out an 
analysis of successful cyber attacks on a wide range of organisations. This 
analysis has helped identify the basic technical controls which most effectively 
mitigate cyber attacks by unsophisticated attackers using tools which are widely 
available on the internet. Cyber Essentials comprises the core actions necessary 
to reduce the majority of these threats.

Will Cyber Essentials stop me getting hacked?

Cyber Essentials offers a sound foundation of basic hygiene measures that all 
types of organisations can implement and potentially build upon. We believe that 
implementing these measures can significantly reduce an organisation’s 
vulnerability. However, it does not provide a ‘silver bullet’ to remove all cyber 
security risk and you should carry out further works to mitigate against more 
advanced attacks. Protos Networks can provide further advice and support.

Call us on 0333 370 1353 to discuss Cyber Essentials
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Get In Touch

Protos Networks is a specialist in cyber security matters.

Contact us today for support and advice on Cyber Essentials
certification or for general cyber security assistance.

Protos Networks
Regus House, Herons Way, Chester Business Park, Chester, CH4 9QR

Call us:  0333 370 1353

Email us: info@protosnetworks.com

Visit us: protosnetworks.com

Our Partners
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